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Q1. Suppose that(y1, y2) is an encryption of messagem and(ŷ1, ŷ2)
is an encryption of messagêm using ElGamal public key encryption
system with the same public key. Show how, given these two
encryptions, one can compute encryptions of messagesmm̂ modp
andm/m̂ modp without knowledge of the public key.



A1.
We have two ElGamal encryptions using same public key as follows:

eK(m, k) = (y1, y2) = (αk, mβk) mod p

eK(m̂, k̂) = (ŷ1, ŷ2) = (αk̂, m̂β k̂) mod p

wherek, k̂ are one-time integers,α a generator, andβ ≡ αa modp.
Combining these with multiplication we can see

y1ŷ1 = αk+k̂

y2ŷ2 = mm̂βk+k̂.

Hence the encryption ofmm̂ is

eK(mm̂, k + k̂) = (αk+k̂, mm̂βk+k̂) mod p = (y1ŷ1, y2ŷ2).

Similarly, the encryption ofm/m̂ is given by the quotientsy1/ŷ1 and
y2/ŷ2.



Q2. Using Shanks’ algorithm attempt to determinex such that

4815x ≡ 48794(mod 50101).

Hint: See Problem 4 in Homework 9.



A2.
We use Shanks’ algorithm withα = 4815,G = 〈α〉 in Z∗

50101,
β = 48794.

• 4815 is of order 25 inZ∗

50101(Problem 4 in Homework 9).
Hence,m = d

√
25e = 5 andαm = 48155 ≡ 46880

(mod 50101).

• Then, the first listL1 is obtained as follows:

α0·m = 468800 = 1 (mod 50101)

α1·m = 468801 = 46880 (mod 50101)

α2·m = 468802 = 3934 (mod 50101)

α3·m = 468803 = 4139 (mod 50101)

α4·m = 468804 = 45248 (mod 50101)



• Now we calculateβα−i for 0 ≤ i < m until we match aαmj.

• First we compute 4815−1 (mod 50101) using the Extended
Euclidean algorithm. In result, we get
4815−1 ≡ −9219≡ 40882 (mod 50101).

• Then, the second listL2 is obtained as

48794· 1 = 48794 (mod 50101)

48794· 40882≡ 24993 (mod 50101)

48794· 408822 ≡ 4032 (mod 50101)

48794· 408823 ≡ 3934 (mod 50101)
...

• Sinceβα−3 = α2m the solution isi = 3 andj = 2. Hence,
x = m · j + i = 5 · 2 + 3 = 13.



Q3.
Solve the congruence

3x ≡ 24(mod 31)

using

a) Shanks’ algorithm; and

b) the Pohlig-Hellman algorithm.



A3-a).

• Since 3 is primitive modulo 31, the order of 3 is 30. Hence,
m = d

√
30e = 6 andαm = 36 mod 31= 16.

• We run thej loop and get

160 = 1 mod 31

161 = 16 mod 31

162 = 8 mod 31

163 = 4 mod 31

164 = 2 mod 31

165 = 1 mod 31.

• For thei loop, we compute first 3−1 = 21 (mod 31). Then, we
get

24 · 210 = 24 mod 31

24 · 211 = 8 mod 31

and we findi = 1, j = 2 thusx = mj + i = 13.



A3-b).
We setn = 30 = 2 · 3 · 5, α = 3 andβ = 24. Running
Pohlig-Hellman algorithm,

(1) we setq = 2 andc = 1 thenβ30/2 = 2415 ≡ −1 (mod 31).
Sinceα30/2 = 315 ≡ −1 (mod 31), we getx = 1 (mod 2);

(2) we setq = 3 andc = 1 thenβ30/3 = 2410 ≡ 25 (mod 31).
Sinceα30/3 = 310 ≡ 25 (mod 31), it follows thatx ≡ 1
(mod 3);

(3) we setq = 5 andc = 1 thenβ30/5 = 246 = 4 (mod 31). Since
α30/5 = 36 = 16 (mod 31), 162 = 8 (mod 31), 163 = 4
(mod 31), it follows thatx ≡ 3 (mod 5);

We solve three congruences from (1),(2) and (3) by CRT. Since
15−1 ≡ 1 (mod 2), 10−1 ≡ 1 (mod 3) and 6−1 ≡ 1 (mod 5), we get
x = 1 · 15 · 1 + 1 · 10 · 1 + 3 · 6 · 1 ≡ 13 (mod 30).



Q4.
Solve the congruence

3x ≡ 135(mod 353)

using the Pohlig-Hellman algorithm.



A4.

• Since 3 is a primitive element modulo 353, we get
n = 353− 1 = 25 · 11. Also,α = 3 andβ = β0 = 135,

• We setq = 2 andc = 5. Thenα352/2 = 3176 ≡ −1 (mod 353).
By Algorithm 6.3 in the textbook, we get

β
352/2
0 = 135176 ≡ 1 mod 353, a0 = 0, β1 = 135

β
352/4
1 = 13588 ≡ 1 mod 353, a1 = 0, β2 = 135

β
352/8
2 = 13544 ≡ 1 mod 353, a2 = 0, β3 = 135

β
352/16
3 = 13522 ≡ −1 mod 353, a3 = 1, β4 = 135· 3−8 ≡ 16

β
352/32
4 = 1611 ≡ −1 mod 353, a4 = 1.

Hence, we geta ≡ 1 · 24 + 1 · 23 + 0 · 22 + 0 · 21 + 0 = 24
(mod 25).



q = 11 andc = 1. Then,β352/11 = 13532 ≡ 337 (mod 353). Now

α0·353/11 = 30 = 1 (mod 353)

α1·353/11 = 332 = 140

α2·353/11 = 364 = 185

α3·353/11 = 3128 = 131

α4·353/11 = 3256 = 337

Hence we geta ≡ 4 (mod 11).
Using the Chinese Remainder Theorem that

a = 4 · 32 · (−1) + 24 · 11 · 3 ≡ 312 (mod 352).

We verify the result by checking that

3312 = 328 · 325 · 324 · 323
= 256· 140· 136· 207≡ 135 (mod 353).



Q5. LetE be the elliptic curvey2 = x3 + 2x + 7 defined overZ31.

a) Determine the quadratic residues modulo 31.

b) Determine the points onE.



A5.

a) The 15 quadratic residues modulo 31 are: 1= 12, 4 = 22,
9 = 32, 16= 42, 25= 52, 5 = 62, 18= 72, 2 = 82, 19= 92,
7 = 102, 28= 112, 20= 122, 14= 132, 10= 142, 8 = 152.

b) We find the points using the same procedure as in the textbook,
Table 6.1.

x x3 + 2x + 7 in QR(31)? y x x3 + x + 13 in QR(31)? y
mod31 mod31

0 7 yes ±10 16 11 no
1 10 yes ±14 17 25 yes ±5
2 19 yes ±9 18 16 yes ±4
3 9 yes ±3 19 15 no
4 17 no 20 18 yes ±7
5 18 yes ±7 21 10 yes ±14
6 18 yes ±7 22 4 yes ±2
7 23 no 23 22 no
8 8 yes ±15 24 22 no
9 10 yes ±14 25 27 no
10 4 yes ±2 26 27 no
11 27 no 27 28 yes ±11
12 23 no 28 5 yes ±6
13 3 no 29 26 no
14 20 yes ±12 30 4 yes ±2
15 2 yes ±8



Q6.
Let E be the elliptic curve defined in Problem 5. Then the point
P = (2, 9) ∈ E. Compute 3P, 8P and 13P.



A6.
We use the addition method on Elliptic Curve in Section 6.5.2 of text
book. GivenP = (2, 9) anda = 2,

• 2P = P + P = (2, 9) + (2, 9)

λ = (3 ∗ 22 + 2)(2 ∗ 9)−1 = 14 · 18−1 = 14 · 19≡ 18 mod 31,

x3 = λ2 − x1 − x2 = 182 − 4 ≡ 10 mod 31

y3 = λ(x1 − x3) − y1 = 18 · (2− 10) − 9 ≡ 2 mod 31

It follows that 2P = (10, 2).

• 3P = 2P + P = (10, 2) + (2, 9): 3P = (28, 6).

• 4P = 2P + 2P = (10, 2) + (10, 2): 4P = (15, 8).

• 8P = 4P + 4P = (15, 8) + (15, 8): 8P = (8, 15).

• 12P = 8P + 4P = (8, 15) + (15, 8): 12P = (9, 17).

• 13P = 12P + P = (9, 17) + (2, 9): 13P = (27, 20).


