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Q1. Let us consider the Boolean function
t(x1; x2; x3) = x1x2 © x2x3 © x1x3.

1. Compute the values of the difference distribution tableND(a0; b0)
of the functiont, for a0 = 010 anda0 = 111 andb0 2 f 0; 1g.

2. A linear structureof a Boolean functionf of three variables is
de�ned as a vectorw = ( w1; w2; w3) 6= ( 0; 0; 0) such that
f (x © w) © f (x) is constant. Show thatt has exactly one linear
structure.

3. Show thatt preserves complementation, that is, if each input bit
is complemented then the output is complemented.



A1-a). Letx = ( x0; x1; x2), a0
1 = ( 0; 1; 0), a0

2 = ( 1; 1; 1),
b0

1 = t(x) © t(x © a0
1), b0

2 = t(x) © t(x © a0
2). We get the table:

x0 x1 x2 t(x) t(x © a0
1) t(x © a0

2) b0
1 b0

2
0 0 0 0 0 1 0 1
0 0 1 0 1 1 1 1
0 1 0 0 0 1 0 1
0 1 1 1 0 0 1 1
1 0 0 0 1 1 1 1
1 0 1 1 1 0 0 1
1 1 0 1 0 0 1 1
1 1 1 1 1 0 0 1

Hence, the difference distribution tableND(a0; b0) has the following
values fora0 = ( 0; 1; 0), a0 = ( 1; 1; 1), andb0 = f 0; 1g:
a0n b0 0 1
010 4 4
111 0 8



A1-b). From the ANF oft we get that

t(x © w) = ( x0 © w0)(x1 © w1) © (x0 © w0)(x2 © w2)

©(x1 © w1)(x2 © w2)

= t(x) © (w1 © w2)x0 © (w0 © w2)x1 © (w0 © w1)x2 © t(w):

If we wantt(x © w) © t(x) to be constant for everyx the coef�cients
of x0; x1 andx2 in the equation above must be zero:

w1 © w2 = 0

w0 © w2 = 0

w0 © w1 = 0

or, what is the same,w0 = w1 = w2. Since we assumed thatw 6= 0 we
must havew = ( 1; 1; 1) and this solution is unique.



A1-c). The complement of a bitb is the bitb © 1. From A1-a), we get
t(x) © (x © (1; 1; 1)) = 1 for all x = ( x1; x2; x3). Hence,
t(x © (1; 1; 1)) = t(x) © 1 for all x = ( x1; x2; x3). This proves the
claim.



Q2. Let¼S be anm-bit to n-bit S-box and

NL(a; b) = 2m¡ 1 +
1
2

X

x2f 0;1gm

(¡ 1)a¢x©b¢¼S(x) :

1. Problem(Stinson): Show that

2m¡ 1X

a= 0

NL(a; b) = 22m¡ 1 § 2m¡ 1;

for all n-bit mask valuesb, where the sum is taken over allm-bit
mask valuesa (enumerated from 0 to 2m ¡ 1).

2. Check the result in (a) for the linear approximation table in Fig.
3.2 of the textbook.



A2-a). Using the expression ofNL(a; b) we get

2m¡ 1X

a= 0

NL(a; b) =
X

a2f 0;1gm

0

@2m¡ 1 +
1
2

X

x2f 0;1gm

(¡ 1)a¢x©b¢¼S(x)

1

A

= 2m2m¡ 1 +
1
2

X

a2f 0;1gm

X

x2f 0;1gm

(¡ 1)a¢x(¡ 1)b¢¼S(x)

= 22m¡ 1 +
1
2

X

x2f 0;1gm

(¡ 1)b¢¼S(x)
X

a2f 0;1gm

(¡ 1)a¢x

= 22m¡ 1 + 2m¡ 1(¡ 1)b¢¼S(0) :

The last equality follows from the equality

X

y2f 0;1gm

(¡ 1)y¢x =

(
2n; x = 0

0; x 6= 0

given in Lecture 6 and Homework 5. Now(¡ 1)b¢¼S(0) = § 1 from
which the claim follows.



A2-b). Sincem = 4, we check
P 15

a= 0 NL(a; b) = 128§ 8 for anyb.



Q3. LetFF be a �nite �eld with q elements and̄ a primitive element
in FF. Consider the functionf : Zq¡ 1 = f 0; 1; : : : ; q ¡ 2g ! FF¤,
f (x) = ¯ x.

1. Show thatf is a bijection.

2. Fora0 2 Zq¡ 1 andb0 2 FF, let us denote

ND(a0; b0) = # f x 2 Zq¡ 1jf ((x + a0) modq ¡ 1) ¡ f (x) = b0g:

Show thatND(a0; b0) = 1, for all a0 6= 0 andb0 6= 0.



A3.

1. As ¯ is primitive, we know̄ 0 6= ¯ 1 6= : : : 6= ¯ q¡ 2 andf is
clearly one-to-one (injective). Also ord(¯ ) = # FF£ = # Zq¡ 1:
the domain and codomain have the same cardinality, and it
follows thatf is in fact bijective.

2. Primitive ¯ implies ord(¯ ) = q ¡ 1 so we write equivalently

ND(a0; b0) = # f x 2 Zq¡ 1j¯ x+ a0
¡ ¯ x = b0g

= # f x 2 Zq¡ 1j¯ x = b0(¯ a0
¡ 1)¡ 1g

= # f x 2 Zq¡ 1j¯ x = cg wherec = b0(¯ a0
¡ 1)¡ 1 2 FF£

For all a0 6= 0 andb0 6= 0, we can see thatc is distinct. Hence,
the exact number ofx such that̄ x = c holds is one. That is,
given the stated restraintsND(a0; b0) = 1 holds.



Q4. Bob is using the RSA cryptosystem and his modulus is
n = pq = 67¢41. Show that if the plaintext is 2009 then the
ciphertext is equal to 2009.



A4. The task is to show 2009e ´ 2009 mod 67¢41 for any public
exponente. First we observeemust be an odd number as
gcd(e; 66¢40) = 1. Then we can obtain 2009e mod pqusing the
chinese remainder theorem:

2009e ´ (¡ 1)e = ¡ 1 mod 67

2009e ´ 0e = 0 mod 41

Since 41¡ 1 ´ 18 mod 67, we get

2009e mod 67¢41 = ¡ 1 ¢18¢41 = ¡ 738´ 2009 mod 67¢41:

Hence, the claim holds.



Q5. (Stinson 5.14) The aim is to prove that the RSA Cryptosystem is
not secure against a chosen ciphertext attack.

1. First, show that the encryption operation is multiplicative, that is,
eK(x1x2) = eK(x1)eK(x2), for any two plaintextsx1 andx2.

2. Next, use the multiplicative property to construct an example
about how to decrypt a given ciphertexty by obtaining the
decryption̂x of a different (but related) ciphertextŷ.



A5.

1. RSA encryption is the functioneK(m) = mK mod n. For
m = m1m2 we have
eK(m1m2) = ( m1m2)K = mK

1 mK
2 = eK(m1)eK(m2).

2. We want to obtain the decryption of ciphertexty = xe mod n.
We choose ciphertext̂y = yse mod n with a randoms 2 Zn.
Notee is public. We then ask for the decryption ofŷ and obtain
ŷd ´ (yse)d ´ xedsed ´ xs (mod n) and we obtain the plaintextx
asxss¡ 1 ´ x (mod n).



Q6.

1. What are the quadratic residues modulo 5?

2. What are the quadratic residues modulo 7?

3. What are the quadratic residues modulo 35?

Note that# QRp = # QNRp = ( p ¡ 1)=2 for p > 2.



A6.

1. Since 12 = 1; 22 = 4; 32 ´ 4; 42 ´ 1, we getQR5 = f 1; 4g.

2. Since 12 = 1; 22 = 4; 32 ´ 2; 42 ´ 2; 52 ´ 4; 62 ´ 1, we get
QR7 = f 1; 2; 4g.

3. Suppose there existsx such that for somea andb

x2 = a mod 5; andx2 = b mod 7:

By CRT, we get

x2 = a ¢7 ¢u + b ¢5 ¢v = 21a + 15b mod 35

sinceu = 7¡ 1 = 3 mod 5 andv = 5¡ 1 = 3 mod 7. Therefore,
for a 2 QR5 andb 2 QR7, we have
(21a + 15b) mod 352 QR35. Note that eithera or b can be zero
(but not both). Using (a) and (b), we get

QR35 = f 1; 4; 9; 11; 14; 15; 16; 21; 25; 29; 30g



Q7.

1. Evaluate the Jacobi symbol
µ

801
2005

¶
:

You should not do any factoring other than dividing out powers
of 2.

2. Let n be a composite integer anda an integer such that
1 < a < n. Thenn is calledEuler pseudoprimeto the basea if

³ a
n

´
´ a

n¡ 1
2 (modn) .

Show that 2005 is an Euler pseudoprime to the base 801.



A7-a). We iteratively apply the rules from the textbook.
µ

801
2005

¶
=

µ
2005
801

¶
=

µ
403
801

¶
by property 4 then 1

=
µ

801
403

¶
=

µ
398
403

¶
by property 4 then 1

=
µ

2
403

¶ µ
199
403

¶
= ¡

µ
199
403

¶
by property 3 then 2

=
µ

403
199

¶
=

µ
5

199

¶
by property 4 then 1

=
µ

199
5

¶
=

µ
4
5

¶
by property 4 then 1

=
µ

2
5

¶ µ
2
5

¶
= ( ¡ 1)( ¡ 1) = 1 by property 3 then 2



A7-b). Let us setn = 2005 anda = 801. From A7-(a), we know that¡ a
n

¢
= 1. Hence, we showa

n¡ 1
2 modn = 8011002 = 1 mod 2005 by

using CRT as above (Problem 1) here.

8011002 ´ 11002 ´ 1 mod 5

8011002 ´ (¡ 1)1002 ´ 1 mod 401

BY the extended Euclidean algorithm, we get 401¡ 1 ´ 1 mod 5 and
5¡ 1 ´ 321 mod 401. Hence,

8011002 = 1 ¢401¢1 + 1 ¢5 ¢321´ 1 mod 2005:

Therefore,n = 2005 is a pseudoprime to the basea = 801.


